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Gene of Self-Replication

Published previously
Malware self-replicates to maximize the 
impact
The number of practical techniques to 
implement self-replication is limited
Developers of new viruses are destined to 
rely on a number of existing replication 
techniques
Legitimate software seldom self-replicates



Gene of Self-Replication

Advantages of our approach:

Detection of self-
replication in encrypted 

binary executable 
malware

Potential for detection of 
previously unknown malicious 

software

Can detect co-
replication activities of 

two or more individually 
benign programs

The discovery of a new 
malicious program not 
necessarily requires 

updating the database

Utilize a relatively small 
size database of known 

self-replication 
techniques



GSR Structure

System Calls
ZwQueryDirectoryFile(…)
ZwOpenFile(…)

Token set #1
System Calls Arguments
ZwQueryDirectoryFile Handle01, 
accessFlag,…
ZwOpenFile Handle02,…

System Calls
ZwCreateFile(…)
ZwWriteFile(…)

Block #1 Block #3

Block #4

Block #2

Block #5

Replication

Block 1: File Search

Interfunctional Relations

Token set#2
System Calls Arguments
ZwCreateFile Handle03, accessFlag,…
ZwWriteFile Handle03,…

Block 2: File Copy



GSR Block Structure
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Sample Replication Structure
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Sample Replication Structure

BlockCopyFileBlockSearchFileGene ____ ⋅→

CallSystemFileOpenCallSystemDirectoryBlockSearchFile _______ ⋅→

CallSystemFileWriteCallSystemFileCreateBlockCopyFile ________ ⋅→

11__ outputectoryFileZwQueryDirinputCallSystemDirectory ⋅⋅→

22___ outputZwOpenFileinputCallSystemFileOpen ⋅⋅→

33___ outputleZwCreateFiinputCallSystemFileCreate ⋅⋅→

44___ outputeZwWriteFilinputCallSystemFileWrite ⋅⋅→



Sample Replication Structure

( , ) { _ _ }
( , ) { _ _ }

( , ) { _ _ }
( , ) { _ _ }

( _ _ ,

Gene ZwQueryDirectoryFile File Search Block
Gene ZwOpenFile File Search Block

Gene ZwCreateFile File Copy Block
Gene ZwWriteFile File Copy Block

File Search Block ZwQueryDirectoryFil

δ
δ
δ
δ

δ

=
=
=
=

) { _ _ }
( _ _ , ) { _ _ _ }
( _ _ , ) { _ _ _ }
( _ _ , ) { _ _ _ }

( _

e Directory System Call
File Search Block ZwOpenFile Open File System Call
File Copy Block ZwCreateFile Create File System Call
File Copy Block ZwWriteFile Write File System Call

File

δ
δ
δ

δ

=
=
=
=

_ , ) ( _ _ , )
( _ _ , ) ( _ _ , )

Search Block ZwCreateFile File Search Block WriteFile
File Copy Block ZwQueryDirectoryFile File Copy Block ZwOpenFile

δ
δ δ

= =Ο
= =Ο



Replication in Malware

Worm Xanax



Replication in Malware
Worm 
Xanax
(cont)



Virus Replication Data



Extra Features: Weights

Each individual GSR component is assigned with a weight
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Normalized Replication Score is computed as follows:
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Replication Rates

Host 
Search

File
Access

Network
ing

Memory Injection
/ 

infection

Normalied
Replication
(total)

W32.Alicia 100% 100% 100% 32.4% 100% 100%
W32.Bogus 100% 100% 5.3% 3.7% 100% 100%
W32.Crash 100% 100% 0% 100% 100% 100%
W32.Neo 100% 100% 7.0% 100% 100% 100%
W32.Linda 100% 100% 4.3% 100% 100% 100%
W32.Stream 100% 100% 32.5% 100% 100% 100%
Svchost.exe 26.3% 100% 79.4% 100% 36.0% 78.4%
Explorer.exe 14.5% 92.1% 100% 84.5% 47.4% 86.2%



Overheads









Conclusion

Monitoring and analysis of system calls at runtime 
is an affordable technology providing unambiguous 
insight into what the software actually does, 
including the self-replication indicative of malicious 
behavior.
System calls analysis must include arguments 
analysis for correct behavior detection
More work to be done to protect the detector
Additional replication schemes may be introduced 
for new virus concepts
Correct GSR definition is the key for keeping false 
positives down



Questions

Thank you!


