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[Gene of Self-Replication

Published previously
Malware self-replicates to maximize the
Impact
The number of practical technigues to
Implement self-replication is limited

Developers of new viruses are destined to
rely on a number of existing replication
techniques

Legitimate software seldom self-replicates



[Gene of Self-Replication ]

Advantages of our approach:
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Interfunctional Relations

Replication
Block #4 Block #5
y-
Block #1 Block #3 Block #2 ™
Block 1: File Search Block 2: File Copy

Token set #1 Token set#2
System Calls Arguments System Calls Arguments
ZwQueryDirectoryFile HandleO1, ZwCreateFile Handle03, accessFlag,...
accessFlag,... ZwWriteFile Handle03,...
ZwOpenFile Handle02,...

System Calls System Calls

ZwQueryDirectoryFile(...)
ZwOpenfFile(...)

ZwCreateFile(...)
ZwWriteFile(...)




GSR Block Structure
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[Sample Replication Structure

G=4{,,V;,PS}

-

(Gene_of_self_replication), (File_S earch_Block),
(File_Copy_ B lock),(Directory_System_Call),
(Open_File_System_Call),(Create_File_System_Call),
(Write_File_System_Call)

Vy =1

T

ZwQueryDirectoryFile(...), ZwOpenFile(...),
ZwCreateFile(...), ZwWriteFile(...)




Sample Replication Structure

Gene — File _Search Block - File _Copy _ Block
File_Search Block— Directory System Call-Open_File_System Call
File_ Copy Block—Create File System Call- Write File System Call

Directory _ System_ Call — input, - ZwQueryDirectoryFile- output,
Open _ File _System _ Call — input, - ZwOpenFile - output,

Create _ File _System _Call — input, - ZwCreateFile - output,

Write _ File _ System _ Call — input, - ZwWriteFile - output,



Sample Replication Structure

o(Gene, ZwQueryDirectoryFile) ={File _Search _Block}
o(Gene, ZwOpenFile) ={File _Search Block}
0(Gene, ZwCreateFile) ={File _Copy _Block}
o(Gene, ZWWriteFile) ={File Copy Block}
o(File _Search _Block, 2wQueryDirectoryFile) ={Directory _System Call}
o(File _Search _Block, ZwOpenFile) ={Open _ File _System Call}
o(File _Copy _Block, 2ZnCreateFile) ={Create _File _System Call}
o(File_Copy _Block, 2mWriteFile) ={Write _ File _System Call}
o(File _Search _Block, ZwCreateFile) = o(File _Search _Block,WriteFile) =O
o(File _Copy _ Block, 2ZnmQueryDirectoryFile) = o(File _Copy _ Block, ZwOpenFile) =O



Replication in Malware
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Replication in Malware
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(cont)
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Virus Replication Data
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Fig. 4 Sample Virus Replication Data (648 pownts, 2 attempts).



Extra Features: Weights
Each individual GSR component is assigned with a weight

Wg =D Wy Wy Wg ..., W, )+
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Normalized Replication Score is computed as follows:
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Replication Rates

Host File Network | Memory | Injection | Normalied
Search | Access Ing / Replication
infection | (total)
W32.Alicia | 100% 100% 100% 32.4% | 100% 100%
W32.Bogus | 100% 100% 5.3% 3.7% 100% 100%
W32.Crash 100% 100% 0% 100% 100% 100%
W32.Neo 100% 100% 7.0% 100% 100% 100%
W32.Linda 100% 100% 4.3% 100% 100% 100%
W32.Stream | 100% 100% 32.5% | 100% 100% 100%
Svchost.exe | 26.3% 100% 79.4% 100% 36.0% 78.4%
Explorer.exe |14.5% |92.1% 100% 84.5% |47.4% |86.2%




Overheads
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B Virus Self-Replication Detection

B=1ed

Active Monitored Processes: Replication Status;
PID | Mare G CID = 6, SysCall = MeMapViewOrSection
1465 Framewark3ervice CID = 6, SysCall = MEMapWiewOFSection
1540 pdaterULexe CID = 1, SysCall = NeOpenFile
1772 YT skiMgr. exe CID = 6, SysCall = NEMapWiewOrSection
1754 e R CID = 6, SysCall = MeMapiewOrSection
1324 explorer exe
2124 shskat, exe
2136 igxplore, exe
2156 msmsgs, exe
3140 iexplore, exe
1152 svwchosk, exe W
< | >
. , D% I
| Enable real-time process activities monitar! @ l-. -l
PID = 1792 seq = 529585 cal: NeClose | .. Y
PID = 236 seq = 49237 call: MtDelayExecution) == I
PID = 1468 seq = 52972 call: NkDelayExecution) ==
PID = 1468 seq = 52975 call: NeDelayExecution) ==
PID = 1468 seq = 52976 call: MtDelavExecution) ==
PID = 1792 seq = 52985 cal: NeClose) ==
PIC = 1468 seq = 52971 call: NtDelayExecution) ==
PID = 236 seq = 52936 call; MtDeviceloCantralFile ... g
Driver Status:
Trving ko set debug privileges. .. success,
Installing driver.. Failed, Driver may already be installed,
Skarting driver. . .success,
Opening driver...success,
Driver lnading process complete.,
Skart monitoring the syskem, . (Press ‘Space’ o kerminate)
(84 Cancel

Skart




B Virus Self-Replication Detection |Z|E|g|

Active Monitored Processes: Replication Status;
PIC | Mame i CID = 6, SysCall = MeMapViewOrSection  #
1796 SynTPLpr.exe CID = 6, SysCall = MEMapWiewOFSeckion
1304 naPrdMgr . exe CID = 6, SysCall = MeMapiewOrSection
1312 SynTPERh.exe CID = 6, SysCall = MtMaphiewOrSection
1468 FramewarkService CID =21, SysCaH = MESetInformationFils
CID = 28, SvsCall = NbCreateSection
i?;g ﬂgfjﬁg'rueif CID = 6, SysCal = NEMapWiswofSection
1784 iRt CID = 6, SysCall = MeMapiewOrSection
: ; CID = 6, SysCall = MeMapViewOFSection
explorer.exe CID = 6, SysCall = MtMapViewOSection
2124 shstat.exe CID = &, SysCall = MtMapYiswofSection
2136 iexplare. exe w CID = 6, SysCall = MtMapViewof Section
£ | b4 b
| Enable real-time process activities maonitar ( s ( -l l-. ]

Driver Skatus:

Trving ko set debug privileges. .. success,

Installing driver.. Failed, Driver may already be installed,
Skarting driver. . .success,

Opening driver...success,

Driver lnading process complete.,

Skart monitoring the syskem, . (Press ‘Space’ o kerminate)

Skark Lol 4 Cancel




I Virus Self-Replication Detection

Active Monitored Processes: Feplication Skakus:
PIC | Mame Skatus | Tirne i CID = 6, SvsCall = NEMaptiewOFSection |4
1676 explorer.exe Created: 07 CID = 6, SvsCall = NtMapYiewofSection
1848 WMwarelser. ... Created: 0 CID = 27, SysCall = NtWriteFile
1832 WMwareTray.... Created: 07 CID = 10, SysCall = NEWriteFile
4 Sywskem Created: 07 CID =27, 5':.-'5':6" = NEw'riteFile
?DD d 2 C t d: I:I- ':ID = 1|:|_. 5':.-'5':6" = NthtEF"E
T, Ii:: :;;p R C:::I::d' III; CID = 24, SvsCall = NeGueryolumeInfor
savicllr EvE cricHREEEd Created: 0 CID = 6, SysCall = MtMapiiewOFSection
B4d . : P e d: III: CID = 6, SvsCall = NEMaptiewofSection
SHOg0RSHS thass : Y CID = 25, SysCall = NtQueryInformation
876  swchost.exe Created: ':'j CID = 25, SysCall = MeCueryInformation
1864 msmsgs.exe Crested: 07 b CID = 25, SysCall = NtQueryInformation
¢ > v
[ Enable real-time process activities manitar -
PID = 1676 seq = 52526 call; NtReleaseSemaphare .. S
PID = 1676 seq = 52522 call: NtOpenkey) == T
PID = 1676 seq = 52526 call; MtReleaseSemaphare) ==
PID = 1676 seq = 51458 call: NtUserw'aitMessage) ==
PID = 1676 seq = 52527 call: NeQuerykey ..
FID = 1676 seq = 52525 call; NtUserPeekMessage ...
PID = 1676 seq = 52529 call: NbwaitForSingleObject ...
FID = 1676 seq = 52525 call: NtllserPeekMessage B
Drriseet Status:
Replication Detected! »
Process ID: 432
File Mame: nok available :
Replication ID: 129 e
Start | ] 4 Cancel




Conclusion

Monitoring and analysis of system calls at runtime
Is an affordable technology providing unambiguous
Insight into what the software actually does,
Including the self-replication indicative of malicious

behavior.

System calls analysis must include arguments
analysis for correct behavior detection

More work to be done to protect the detector

Additional replication schemes may be introduced
for new virus concepts

Correct GSR definition is the key for keeping false
positives down



[Questions

Thank you!



